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Internet / e-Safety
Policy

The United Nations Convention on the Rights of the Child (CRC) is at the heart of our school’s planning, policies, practice and ethos. As a rights-respecting school we not only teach about children’s rights but also model rights and respect in all relationships – Linked to Articles 3, 7, 16 (CRC)
[bookmark: _GoBack]Introduction

As a school we recognise that we are educating children of the future, for the future and therefore we have a responsibility to ensure that we equip them with the skills that will help them learn more independently and become more responsible citizens. 

We believe ICT and the role it plays in teaching and learning is the key to achieving this.  It is our aim, by providing our pupils with quality ICT opportunities that the skills they acquire will have a positive impact on lifelong learning. 

The overall aim is to produce learners who are confident and effective users of Information Communication Technology and to ensure that teachers and pupils alike develop confidence and competence to use Information Communication Technology to facilitate effective teaching and learning.  Pupils and teachers should be given opportunities to:

· Use ICT with purpose and enjoyment
· Develop their ICT capability
· Become autonomous users
· Evaluate the benefits of ICT and its impact on society
· Become familiar with the everyday uses of ICT and understand the way in which it is used and abused in society
· Increase their independence, to use and develop their interests and abilities more effectively, regardless of special educational needs or disabilities.
· Meet the requirements of the Skills curriculum as fully as possible and achieve the highest possible standards of achievement
· Celebrate success in the use of ICT.

Aims of Internet / E-safety Policy

E-Safety encompasses Internet technologies and electronic communications such as mobile phones as well as collaboration tools and personal publishing. It highlights the need to educate pupils about the benefits and risks of using technology and provides safeguards and awareness for users to enable them to control their online experience.

· To provide clear advice and guidance in order to ensure that all Internet users are aware of the risks and the benefits of using the Internet.
· To work with all stakeholders in our school community to share good practice in order to improve this policy. 
· The Internet is an essential element in 21st century life for education, business and social interaction. The school has a duty to provide students with quality Internet access as part of their learning experience. 
· Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils. 
· Internet access will be planned to enrich and extend learning activities.
· The school Internet access will be designed expressly for pupil use and will include filtering appropriate to the age of pupils. 
· Staff should guide pupils in on-line activities that will support the learning outcomes planned for the pupils’ age and maturity and educate them in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.

Role of the Governing Body

The Governing Body has:
· delegated powers and responsibilities to the Headteacher to ensure all school personnel and stakeholders are aware of and comply with this policy;
· responsibility for ensuring that the school complies with all equalities legislation;
· responsibility for ensuring this policy and all policies are maintained and updated regularly;
· responsibility for ensuring policies are made available to parents;
· undertaken training in order to understand e-Safety issues and procedures;
· nominated a link governor to visit the school regularly, to liaise with the Headteacher and the coordinator and to report back to the Governing Body;
· responsibility for the effective implementation, monitoring and evaluation of this policy
· 
The Role of the Headteacher / Deputy Headteacher

The Headteacher / Deputy Headteacher will:
· ensure all school personnel, pupils and parents are aware of and comply with this policy;
· work closely with the Governing Body and the coordinator to create a safe ICT learning environment by having in place:
· an effective range of technological tools 
· clear roles and responsibilities
· safe procedures
· a comprehensive policy for pupils, staff and parents;
· ensure regular checks are made to ensure that the filtering methods selected are appropriate, effective and reasonable;
· work closely with the link governor and coordinator;
· provide leadership and vision in respect of equality;
· provide guidance, support and training to all staff;
· monitor the effectiveness of this policy;
· annually report to the Governing Body on the success and development of this policy

Role of the E-Learning manager/ICT co-ordinator

The E-Learning/ICT co-ordinator manager will:
· undertake an annual e-safety audit in order to establish compliance with Local Authority guidance;
· ensure that all Internet users are kept up to date with new guidance and procedures;
· have editorial responsibility of the school Web site and will ensure that content is accurate and appropriate;
· ensure regular checks are made to ensure that the filtering methods selected are appropriate, effective and reasonable;
· lead the development of this policy throughout the school;
· work closely with the Headteacher;
· provide guidance and support to all staff;
· provide training for all staff on induction and when the need arises;
· keep up to date with new developments and resources;
· review and monitor;
· to report to the Governing Body on the success and development of this policy.

Role of School Personnel

· All staff must accept the terms of the ‘Acceptable Internet Use’ statement before using any Internet resource in school. 
· All staff including teachers, supply staff, classroom assistants and support staff, will be provided with the School Internet Policy, and its importance explained. 
· Staff should be aware that Internet traffic can be monitored and traced to the individual user. Discretion and professional conduct is essential. The monitoring of Internet use is a sensitive matter. 
· Staff who operate monitoring procedures should be supervised by senior management. 
· Staff development in safe and responsible Internet use, and on the school Internet policy will be provided as required.

Role of Pupils

Pupils will be aware of this policy and will be taught to:
· be critically aware of the materials they read;
· validate information before accepting its accuracy;
· acknowledge the source of information used;
· use the Internet for research;
· respect copyright when using Internet material in their own work;
· report any offensive e-mail;
· report any unsuitable website or material to the E-Learning manager;

Role of Parents/Carers

Parent will be able to access the School Internet Policy on request.
Parents will be made aware of the schools’ rules for Internet Safety.
Internet issues will be handled sensitively to inform parents without undue alarm.
A partnership approach with parents will be encouraged.
Internet Use

The school Internet access will:
· be designed for pupil use;
· include school filtering configuration provided and approved by the Local Authority which is designed to protect pupils;
· provide filtering which is reviewed annually and improved if necessary;
· include filtering appropriate to the age of pupils;
· have virus protection installed which will be updated regularly;
· be reviewed and improved

Authorising Internet Access

The school will keep a record of all pupils who are granted Internet access. The record will be kept up-to-date, for instance a pupil’s access may be withdrawn. (See ICT coordinator for list of usernames and passwords) Parents will be informed that pupils will be provided with supervised Internet access. Children are also required to sign the form agreeing to abide by the Internet Safety Rules. (See Acceptable Use Policy)

E-mail

· Pupils may only use approved e-mail accounts on the school system. (Provided by Hwb, Welsh Government) Children are not allowed access to personal e-mail accounts or chat rooms whilst in school. Excessive social e-mail use can interfere with learning and may be restricted

· Pupils must immediately tell a teacher if they receive offensive e-mail. 

· Pupils must not reveal personal details of themselves or others in e-mail communication, or arrange to meet anyone without specific permission. 

· E-mail sent to an external organisation should be written carefully and authorised before sending, in the same way as a letter written on school headed paper. 

School Website

· The point of contact on the Web site should be the school address, school e-mail and telephone number. 

· Staff or pupils’ home information will not be published.

· Website photographs that include pupils will be selected carefully and will not enable individual pupils to be clearly identified. 

· Pupils’ full names will not be used anywhere on the Web site, particularly in association with photographs. 

· Written permission from parents or carers will be obtained before photographs of pupils are published on the school Web site. These are determined at the beginning of every academic year from the home/school agreements.

· The headteacher and E-Learning manager/ICT co-ordinator will take overall editorial responsibility and ensure that content is accurate and appropriate. 

· The copyright of all material must be held by the school, or be attributed to the owner where permission to reproduce has been obtained.

Social Networking and Personal Publishing
Pupils will not be allowed access to social networking sites except those that are part
of an educational network or approved Learning Platform or to newsgroups unless an identified need has been approved

Inappropriate Material
Responsibility for handling incidents will be delegated to a senior member of staff.
Any complaint about staff misuse must be referred to the Head Teacher. Pupils and parents will be informed of the complaints procedure. Parents and pupils will need to work in partnership with staff to resolve issues. There may be occasions when the police must be contacted. Early contact could be made to establish the legal position and discuss strategies. Sanctions available include:
· interview/counselling by Head Teacher, following Restorative Practices;
· informing parents or carers;
· removal of Internet or computer access for a period, which could ultimately prevent access to files held on the system.

Internet System Security

The school ICT systems will be reviewed regularly with regard to security. Virus
protection will be installed and updated regularly. Security strategies will be discussed with the LEA, particularly where a wide area network connection is being planned. Personal data sent over the Internet will be encrypted or otherwise secured. Portable media may not be brought into school without specific permission and a virus check. Unapproved system utilities and executable files will not be allowed in pupils’ work areas or attached to e-mail. Files held on the school’s network will be regularly checked. 

The E-Learning manager / ICT coordinator will ensure that the system has the capacity to take increased traffic caused by Internet use. New programs will be installed onto the network or stand alone machines by Local Authority technicians. Everyone must be aware that under the Computer Misuse Act 1990 the use of computer systems without permission or for inappropriate use could constitute a criminal offence.

Handling e-safety complaints

· The Head Teacher will deal with all complaints of Internet misuse by school personnel or pupils. Parents will be informed if their child has misused the Internet.
· Complaints of a child protection nature must be dealt with in accordance with school child protection procedures. 
· Pupils and parents will be informed of the complaints procedure. 
· Sanctions within the school discipline policy include: – interview/counselling by class teacher / Head Teacher; – informing parents or carers; – referral to Code of Conduct 2015. 

Raising Awareness of this Policy
We will raise awareness of this policy via:
· the School Handbook/Prospectus
· the school website
· the Staff Handbook
· meetings with parents
· reports such report to parents and Head Teacher reports to the Governing Body

Training

The school INSET programme and staff induction procedures ensure that everyone is aware of and adheres to this policy. Staff are updated each academic year and as and when required.

Monitoring of the Policy
The practical application of this policy will be reviewed annually or when the need
arises by the coordinator, the Head Teacher and the nominated governor.


Linked Policies
· Safeguarding & Child Protection
· ICT Coordinator Policy
· Mobile Device Policy
· Acceptable use policy


Monitoring, Evaluation and Review

The e-Safety Policy is part of the School Development Plan 2015/16 and relates to other policies including those for ICT and for child protection. The school’s e-Safety Coordinator is also the ICT Coordinator. He works in close co-operation with all stakeholders. 

Our e-Safety Policy has been written by the school. It has been agreed by the staff and governors.

J. Davies / A. Evans
July 2015
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